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We represent the interests of the above captioned licensee in its submission of the required CPNI
certification, in accord with 47 C.F.R §64.2009(e); which certifIcation and required policies are
associated herewith.

If there are any questions regarding this submission, please direct theln to undersigned counsel.
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CPNI CERTIFICATION
Annual 47 C.F.R. § 64.2009(e)

EB DOCKET 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15,2011

Narne of company: Spectrum Con1munications, Inc.

Licensee's FRN: 0001580570

Name of signatory: Douglas Vines

Title of signatory: President

I, Douglas Vines,certify that I am an officer of the company named above, and acting'as
an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Com,mission' s CPNI rules.
See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and WC Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the company's
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Comn1ission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Comluission) against data
brokers in the past year. At this time, the Con1pany does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of ePNI

Signed -~---L.;"':7f-~'!!.!o,-F::'-~---:J!--=-~~-I'------



SPECTRUM COMMUNICATIONS, INC.
POLICIES FOR USE OF ePNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether ePNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPN I will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances

. associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.



Federal Communications Commission § 64.2005

the purposes of this subpart. the term
"telecommunications cartier" or "car­
rier" shall inClude an entity that pre;.:
vides· interconnected 'VoIPservice, as
that term is defined m sectionS.3 of
these niles.

~p) Telecommunications. service. Tne
term ·'telecommunications service"
has the; same rneaninggtventa such
t~rmin.section<3(4Q).of the Co~mu­

nicationsAct:of lB34.,asam~nded, 47
lJ.S:C,153(A6).
'(q) Telephone number of record,
telephonenurilberassociated with
u.nderl1?ingser'lic~,notthe.t~lephone

number supplied as aCUSl:omeris "cop­
tactinfonnation." .

(t) .'Valid photo ID, A"valid photoID"
is ?- .government.rssued means ofper~

sonalidentification wit.h a photograph
such asa driver!s license, passport, or
comparable rj)that is not expired.

[12FR31961.·'JuneR, 20071' .,

*64:2005Us~.ofcuStomer'Proprietar.Y
network . Information withou.t ·.cus­
tomer ,approvaL

(a.YAny ,. telecommunications carrier
may use. disclose, or pennit access to
CPNlforthe .,purpose of prOViding or
marketingserviceofferingsamongthB
cat~goriesof.service (i.e.. local. inter­
'exchange".and CMR9)to whicp thecus­
tomer already '•• subs'cribes .. ,. from. the

~;:al.Carrier1•.•• With°~: ..•,.•,.cus:omer •..•.ar

n),JCa.telecoInn1UniCa~ion~.carrier
provides,differentcategori.esofSie'l"'\'ice..
and. a •. customer subscrlbe~ .tp .,..more
than one cat~gory ·ofserviceoffered by
f.hecarrier, the carrier ispermitted to
shareCPNlamong thecarrier'saffili­
atedentitiesthatproviciea service of­
feringI:o thecustomet.

(Z)¥'a.,·teleCDmmunications. carrier
pr.ovidesdiffel"entcategories(jf se!"'.'ice,
but a customer does nat subscribe
rnorethan. 9neoff.eringb.y the carrier,
the .caI}rieri~.notpennittedtoshare
CPNI witbitsaffiliates.. except as
videa in§o4.Z007(b},

(b) A telecommunications carrier
may nOt use, disclose, or permit access
to CPNI'to mafkettoa customer serv­
ice offerings thatare within a category
of service to which the subscriber does
not already subscribe. from that car­
rier, unless that carrier has customer

provided using Internet Web sites (such
as travel. reservation services or mort­
gage·.·lending. services) .. whether or not
such servicesmay otherwise be consid­
eredto be information services.

(j) Local exchange carrier (LEC) , Tne
terrn"local exchange carrier (LEe)"
hasti1:esarn~meaninggiventosuch

term insectioI13{26}of •• theCornmu..
nications Act· of 1934., as .amended,. 47
.U.S.C. :153(2q).

(it) Dpt..iJ] approlleJTheterrn "opt-in
a,pproval"refers to a method .for ab­
tainingcustqmerconsentto use., .dis.,
close, .• orp~rmit<ac::cessto the cus­
tomer's .. ·•C:PNLThi~;,apprcrval •. method
requires that the carrier obtain from
the customer affirmative. >express con­
sent allowing.. the .reguested CPNI
usage.. disclosure., or access after the
customer .ispr:pVidedC3.ppropriate .notl-

. ficatiorl of the carrier'sreques't. con­
sistentwiththerequiremenrs.s.etf°rth

··tnthissugpart.,
O:)Dpt"out1ipprDvEi1.l'heterm"apt~

out,approval" referstoa methodior
obtaining customer consent to 'use, dis­
close; ... elI' ·pennit acc~ssto. the ..CU6­

tomer'$. ·CPNL .. Under .,this . approval
method,acustomerisdeemedto havl';
consent~dtothe use. disclosure ,orac­
cess to thecustomer'sCPNlifthe cU15­
tomerhasfaUepto objeettheret:o ~ith­

in the .~aitil1gperiod.. described in'
§64.2D08(d)(1)attE1rthe ,custom~r. i~p!'o­

vided .·(iPPp9priat~,notificatioll~fthl;
ca.rrier'sreguestfpr,copsemt c0N'l.st:ent:
with tht:.:n.tles inthissubpar1:.'

(m)R,eadijyavailable .bipgraAhi.ciJ,J ir;­
formation,. "Readily ..availabl~ biO­
graphical information" •is information ,
drawn fr9tpthf;custorner's life history
and includes such' thin~asthecus­
tomer's s~cialsecuritynumber,·or the
last four digits .pi that number: moth..
er'smaidenname: .horne address.: or
date of birth;

(n.) Subscriberi$t information rSLI).
Theterrn "subscriber list information
(SLI)"has the samemeanil1~givent:o .
suchterrn iI1.,sectionZZZ(h)(a)ofth~

Communlcations Act of 1934., as amend..
ed, 47 lJ.S.c. 2Z2(h)(3).

(Cl) TelecommunicatioflScamer or car­
rier. The terms "telecommunications
carrier"or"carrier''' shall have the
same meaning as. set forth in section
3(44)0£ the Communications Act of
1934, as amended, 47 U.S.C. 153(44). For
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§64.2007 47 CFR Ch.1 (10-1-08 Edition)

fraudulent, abusive, or unlawful use of,
or subscription 'to, such services,

103 FR 2033a, .Apr, 24, .. 1998,. as amended at 64
FR 53Z64., Oct.i.J999:67 FR5921I, Sept, ZO,
ZOO2.: 7'2 FR3196Z. JuneS, ZOO?) .

approval to do 50, except as .described
in paragraph (¢) of this section.

(1) A wireless provider may use,dis,
close. orpermit access to CPNT. derived
from its provision of CMRS,. without
customera.pprova.1,for the. provision of

:..:.: ·GPE ..·ano •. inrorrnatiori······.··;selwice{s!''-A...sH~~()m~Pj~~J:~~~~e~~<.lik(:fu~
wirelin<:carriermCl.Y .use,.discloseor formation..
permit acces.5wCPNIderivepfromits .
provision 0[10cal exchange service or (a) A. '.telecommunicaticl1s carrier
int.erexch.ange... servoice.. i Wl.. 'thout eus,.. may. obtain. approva.1 througb written,

oral or electronic methods,
tomerapproval, ..for. th~ •provision .of (1) AtelecomrnunicationscarTier re.,
CPEand caJlaTlswering,voice mailcr lying onoralapprovaJshallbe/il" the
messaging ,voice storage and re1:r"ievill burdepof demonstrating that such .ap­
services, faxs'tore :and forward,and prova.1hasbeen given in. compliance
protocol conversion, with the Commission'S rules in this

(2) '. telecommunica.tions. carrier part.
may not us~, ,disclose or permit access (ZJ. A.pprova.lor disapproval. to use,
to CPNI to identify or :r:raci<customers disclose, .orpermitacc.ess .to a eus­
thatca.ll.c()mpetings~rvic~providers, tomerJs ...CPNI' .. obtained tlY'., a tele­
P'orexample, ",locillexchange carri~r comrnurUcationscarrier must. remain
may .. notuse .·local •. serviqe ... CPNI ·tp 'iheffeqt until·thefustomerrevokes·or
rrackall. customerstha'tcall.loeill lirnitssucbapprov8.1ordisappr.QvaL
ser\:'icecompetitorS; (~) <". AteleqQrnmunicati0l;¥ ." '.. carrier

() A t 1 .. t' ... . . must maintaiprecords .qf •approval,

c·i e ecomrnumcal0m; carner w.h.,et.he.r o.ral.. ,·.. VI'.r..•......itten or e., l..ec.,t.ron.iC." ·..f.o r..ma?;! use,di1>close,orper-rnitaccess to at least one year.• '.. •..••.• • ••
. CPNl,.withoutcustomerapproval i ,~ (bJ ..... v..se. oro.'jJt.-Ou.. t and. Opt-ln. Ap-

described in this paragraph (e). J P ok 1prova .rocesses.,.,.,teecomrnunications
Cl) Atelecommtrriica:ti~ns . carrier carrier 111a.:,;; subject t? < opt-outap­

may use, disclose, or permit access to provill oropt4n a.pprova:1, USE;,its cus~

CPNl i ';wifrloutcustomer .approval.irl tomer's. individually identifi.a.b1e CF'NI
its"provision 'of inside' wiring installa, fOT. the. purposeClf .marketingcommu"
tion, .• 'rnaintenarmeland '.' r~pai.rservicesi nicat~ons.irelatedservic~stpthat .cus~

(2)GMF-SpI"ovidersma.iY'us~,disclo~e, tD11'ler.~·telecolTlmlJnicat.ionscarrier

orp~rIl1itaccess.toO?NJ:, f9r~hePlJr" ma.y,subjec~ .... to .. opt.,out •. approval or

p.0..5.e o.J.•...·.•.•....9..•.•..·.·.0.. n..dU...•.•.C.t.i.n.g ..r e.. se...•. ar...............•...C.••..h........•..•.....o...•..•. n........••...th.•..........••.. e........... 9pt.,inapproval,disc1o~eitscustomer'$healtheffeetsofCMRS, . •••.. ••. individually identifiableCPN):" for the
(q) ·LECs, CMRS. provider$,.and .enti- purpOSE? of marketing cornmunications-

, tie;sthat provide" .interconnectedVoIP related services to fhat custqmer,. to
s~rviceas that term is definedin§9.3 itsa.gentsanq itsaifiliatesthatpro­
of this chapter , .may' use. CPN!,without vide .cOmmunications-related services. ;
customer approval,tom~~et~ervi8es Atelecornrnunicati0l;¥ .carrier. may
fo.r.m.·.e..rl.y .. ·kn..· ',ovvn '. as.·..•...• ·.atijun...•.....c..... t"'t.0.-b.. asic also permit st.lchpers~nsorentitiesto

. 1"1 b l' d obtainacce~to.such.QPNl for such
service§, .. 'sue .··...25 •.•.•.... ut .. !10f •• i'IU.1te .••.. t?, purposes,. Except for use and •disclosure
speeddialing,computer-px-0videcldirec- of CPNlthati!s permitted without cus­
t0I}' •assistance,ca.ilrIl0'!'litoring;, .. call .. ' tomer .approva.l .• undersection§64..20D5i
tracing.. callbl~cking;, .... ca:l.lreturn, re-ort.hat isdescribe(:iin this paragraph,
peat .dialing, .c:a.U .tracking;,call wai!t- or as otherwise provided.in section. Z22
ing, caller .1.1)•• call forwarding i and of fheComrnunications Act of 1934. as
certain centrex features. amended.. a telecommurrlcations car~

(0) A telecommunications carrier rier may only. use, disclose. or· permit
may use. disclose, or pennit access to access to its customer's individually
CPNTto protect the .rights or property identifiable CPNI subject to opt~inap­

of the carrier, Dr to protect users of provaL
those' services and other carriers from 16- FR ~9212 S . t 20 200" . d d' t 12I .." ." ep ,', '" as amen ea·

FR 319£2, June '8,2007J
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§64.2008

allportionsoftflenotification must be
"translated intothat language.,

(7) A carrier maYs-catein. thenotifi~
cation that. the customer'sapprovad.tq
use .CPNI·. may ... enhancethe .carrier's
abilityt9.offer .products •• and 'services
l:ailoredtpthe custom~r'sneeds,.' A car.
rier also may .' stateinth~notification
that it may' .beeoI1'l;peneclto .disclose
CPNIto any personupo!) ••·affirmative
writtenrequest by the customer, .......•.•..........
(8)A.carri~rmay. not include in the

notificatio,n "anYs1:3'teme'r1tatternpting
tpencouragea' customertpfreeze,
third~partyaccessto CPNI,
I~)The '. no~ificationmust.state that

anyapprova1, or. denial.ofapproval· for
theuseofCPNI··ou1:side .of the .service
towhicl1the. cuStomer already .sub~
scribes from that carrier is valid until
the.cuswmeraffirmatively T~v~kes .or
limits,such.approval ...ordenia~, ...·· ...'

(lO)'Atelecoffif!!unicati9n.s·.carrier's
solicitatioll.for.approva.lmt.tstbe .proxi~.

mal:e .. to . the notification ofa· ·.eus­
tomer's CPNlrights.

(d)N0p.ceRequiremenrsBpecifictoDpr~

Out..... 'Atel~comrnunications.. carrier
musrproyicie.notificatiop .'. ,to· . obtain
optmut.•approval'ilirough ·electro~ic.... or
writ'ten.·methods ,butnotby 'oral~om..
munication(~xceptasp~ovided . in
paragr~ph·.;(f) •. of'Shissec~ion), The·con·
.t:ents(?fC;\1}Y~tlcnnotification.must
complY,'With .•1:l1e.. requi~em~I1tsofpara~
grEl.p''h(c):ofthis Section.,"i ,'

(f)Ca.t;Tiers rp,ustwait a .30"da,y .min..
imumperiodoftimeaftergivingeus.
tamers notice. and ·an opportunity to
opt.:out .before .·assumingcustornerap~
prova.l:t0\lSe,.disclose;orpermipaceess
tp·GPNl,Acarr.iermay,in itsdiscr~

t:ion.,pro~id~foralongerperioQ,CC}r.,
.r-ierp .mu:sFnotifyc~stomersastP the
applicable .. waiting·•.·•. period.. 101' ..•.a . re~
sponse 'befOre approval.isassum~d.

Ii) In the case ofapelec1:ronic form
'Ofnotification, the .waitipgperiod shall
begi~t9run•.•.Jtomt.h~ .'dat~.ol-lWhich
thenotificEl.tion wasseI1t:ana
(ii11~thecas~ofnotification'.' .by

mail. the waitingperiod shall begin to
roncn the third dayfollowing the date
that the notification was mailed."

(2) CCiITiersusing the opbour mecha~
nism must provide notices to their eus·
tomerseverytwoyears,

(3). Telecommuru.cationscarriel"s that
use e.:mailto provide opt~out notices

.,"'.,

§64.:2008 .Noticerequirea.lorUBe
customer 'proprieta:t:'Ynetwork

. formation.

(a) Notlfication, Generally,{l)' PrioftD
any solicitation Jar customer approval:
a 'telecorrullUnications "carriermust
prqvide notificatloI1l:othe'customefof
the customef's.r~ghttoTeSl:fictuseofI

.~~~~~~~.~p~ .••~nd •.•.•...•••acc~~s''' •. fo •.•.•.tfat cus~
(2) ... A.telecommunications . carrier

mustmaim:ain .records.ofnotification.
wheth~rorat,wri~teI').or.el~~tr0l"lic,.• for
at leastone.vear..·.· i ..• .•' '

(b) Individual . notice to customers
must-be .. provided.whensolicitingap-

h~O;~t~in~~~:~~~~se,~r.pey~tacces$

(C;jCoTltenr·ofNotice,CustDrnernotifi.
.cationmustproyidest.tfficient informa.
tmptp.enablethe·.customer1:0 .make an
inforrneddecision.,.as.to.whether toper.
mit a carriej"to use ,disclose, orpennit
'accessto. thecusmmer's CPN~...

(1) The .·notification must Sl:ate that
the customer has aright, and thecar.
nerhas'a dutY,upder .federal law,. to

. protect.thecor1ficieI"1Y~lit:yofCPNi·
(~}'I'henotifica1:1on.rnust•specifY.the

types of information .that . constitute
CP-Nlandthespecific'entitiesthat will
receivethe.CPNI,·. descriBethe.:puI1>0ses
for .V"hichCPNI'wf1lbe'qs,~~lanoin~
f0M:T!the.custcirner~fhisorherri~h't;
't;P·disCiPprc>v,etbo~el.1S~;anqde.1l:Y9B
withdrayvacc~sst9(:~t\flatan~lti~e;!

(3) The notifkatioDrnustacJvise thE;
custornerof··the .pr~cise·.steps.·thectis.,
tornermust: take ". in order to .grant or
deI1yaccesstoQPNl,andmust dearly
stat~ thatadenialofCl.pproval will not
affec:F the provision ·.ofanysepvieesto
which .±h~...c~s;tomer ..·subscribes.•.. HQV"~
ever., '.. carriers .• may proVide a brief
sta:cem.eI1't;,iin...clea!"and!'leutral.. lan.,
guage, .....• describing ". ,·consegl.1ence$ ai.,
rectiy·r.esulting froPilt!:1l;: lack'of access
toCPNl. ..............•.................•..•.

(4)' The notification" must be com,.
prehensible.andmustn.ot be roiS:"
leading, ..., .". .

(5) Ifwritten notification is provided.
the .notice must be dearly legitile, .use
sufficiently large .type. cmdbe placed in
an area soas:to be readily apparent to
a customer. .

(6) If any portion of a notification is
translated into another language,then

Federal.Communications 'Commission
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. §64.2009 47 eFR Ch.1 00-1-08 Edition)

Carriers ..need not advise eus­
t:omers thatiftheyhaveoptetl-,out pre­
viously, no action is needed .to main­
taintheopt-outelection;

(ii) Carriers ,need not advise cus­
tomers that· they may share CPNI.with
their affiliates or .third. parties and
need not name those entities,if the
limitedCPNI .usage will not result" in

~~~r~~~~~~lSClosuretQ,anaffiliateor

(iii) .. Carriers.need not ·.disclosethe
meansq,y" which.acustomercan deny
'Or withdrawfutureaccesstp CPNLso
'long as carriers. explain to~usto.mers

that the scope of the approvEi.l the car.;
rierseeks is limited. !:oone.;timeuse:
and

(iv) .Carri.ersma'yornlt disClosure.of
the precise s'l:epsa"customermus1: take
inordertGJ . grant ,or deny access to
CPNI, ... as··longas .the .. carrier.. dearly
communica'l:esthatthe'cuS1::omercan
denyacce$stohisCPNIJqrthecal1.

i lli7FR59Z12,SepLzg,'2tJOZI

§64..20Ue ".SafeguardB ·requ.ired 'ifo!'use
of .custome!,<p!'llprietal"'Ynetw,ork
iliformatioll•

(21.1 Telecommunications carriers
must implementa!ystem bywhicl1 the
statusofacustom:r/'sCPNI approval
can be .clear~:yestablishet1prior.to . the
use of CPNl.'

' (b) TelecDrnmt1nicat:io~'.' carrierS
rnusttrain1±ieirperso~ne~..~ .•. towhen
tbeY'8:reano arenot~u1±iorizedt.ouse
CPNl,andcarriersmusthaveane){~

press disciplinary process.inplace.
fc) All carriers shall mamtama.

recoro. ,electronicall:yor in some other
manner~qf1::heir ownandtheirarrili.
ates'sales .. andmarketingcampaigns
that use meircustomers'CPNI. All
cartiers shall maintain a recordcifall
instanceswnere.GPNIwasdistloseoor
provided .....' 'to third parties, .. or where
third parties were .a.ll?webI access .to
CPNLTh~record.mustinc1ude. a de·
SCriptiani~feach"carn.paign,the specific
CPNI .that wasus~d.in. 'the ·.campaign,
and whatproduetsand services were
offeredasa part of the campaign. Car­
riersshallrer.ain the record fora min­
imumofone year.

(0) Telecommunications carriers
must establish a supervisory review
process regarding carrier compliance

must .comply with.the·.· following. re­
quirements in addition to therequire~

mentsgenerally applicable tonotifica.
tion: '. .•.... ". '.

(i) Carriers"must obr:ain" express.,
verificilile,prior.approvaJJromcon-'
sum~rsto". send notices. via .e-'mail re­
gardingtheir .s~f\'icej.n~eneral•.. or
CPNIin.particular:> < .' ........•... '.' .....•. ...............<' <;

W)Carriercsmm;tallow customers to
reply'. directly '. to ·e.;man~ com:aining
CPNInoticesin ordt=f to opt-au!:.;

(iii). Opt-out e-mail notices that are
returneci. to thecarrier as undeliverable
mus'{:besent to. thrcustomer .in·' ;m.
otherJorm beforecay:iersmCiycon­
sider .thecust:ornefto.have received no­
tice;' .' .• '.................................................'

Uy) Carriersthatusee-malltbsenci
CPNlnotices must ensure .thatthesuo­
jeet .. line .of.the .. messagec1early.and ac­
curate;)" identifies±r1e:subjectmatter
ofthee.;mail: and

(v) Telecommunications' .. C8JTiers
must make availa~Ie tpevery 'cus.
tomer·.a .. methodto 'opt-out that tsaf nQ
additionalcl?s~to. thecusr:omer and
that is .avai~able.24hour.s.. ,a .... day,. seyel')
day~aweek.Carri~rs.ma.y .' satisfy this

. requirement thF?ugh a combination of
methods, splongasallcustomers,have .
theabilitytQopr-out. at .npcostancl
are >'ab1e'.to .. effectuate .'.. that . choice
wh~neverthe.y\::~oQse... :

Ve)lvoticeR(!quire.m(!ntsSp(!cific to Opt~

[hi Atele~OI1lm'f1i~ation~caITierI'l1a,Y
provid.enotifica,~iOI1to.. obtain •. ()pt..:i.Tl
approva1.through·o~aL,written,or:elec ..
tron.ic methods, The contents •... ofanv
such .notfficatioI1,. mUlit•. comply ..Wid-.
'the reqt1ir~Ine.I1~o~para~rapl1. (c:) of
this:~ction. .•.....•,•....• ·.·'i'·.·· .. '•...••.••.•....•...... ,.....•....•..•... '. ,'.',

(t)NaticeR(!quil'(!11)ents Sper;lfictoOm§­
Timf:VseofCPNI,,(l) Carrier,§may use
oral noticetpobtain .• UITlited,; .one-'time
use. ofCfJNJ for inbound.~doutbound
c:ustomer .telephonecontaci:S . for the
d.ur~tion.. ioLilie .call, .,regardless .of
whether Carri~rs.use()pt..outOl"' ·~pt"i!"l
apprc:lValbase9 oI1 .. the.'natureofthe
contact.

(2) 'Th~coni:entSofany subh notifica"
tionmustcomply with the require..
mentsof.paragraph (c) of this section.
except that telecommunications Car~

rierSmayomitanyofthe following no~

ticeprovisio!1S if not relevant .to the
.limited use for whidh the. carrier .seeks
CPNI:
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§64..201Q Safeguards on .the· disdosu:re
of customer proprietar,Y network
information. -

(a) SafeguardingCPNl.Telecommuni­
cati6nscarriers .must take reasonable
measures to discover and protect
against, •attempts to gain. unauthonze¢l
access. ·to .·CPNl, . Telecommunications
carriers must properly authenticate a
cus1:omerpriorr.o '.• disclosing CPNI
based on customer~initiatedtelephone
con1:act, oriline account access,' 'or an
in~storevisit,

(b) Telephone access to· CPNJ, Tele.­
communicationS ;carrie-rsmay only dis~

dose· call.·. detail'· inforrnationoverthe
telephone, . based oncustomer-initia'ted
telephone contact. if the customer first
provides. thecatrier with a ..pasr>word,
as described tn- paragraph (e) of this
section" .. that· is •not ..prompr:edbythe
carriercmkingforreadHY available biQ~

graphical information, PI' .account in.
fOrmation. If . the .• C1.ls1:omerdoel> not:
provideapassw;ord,thetelecommun~" '
cations carrier may only disclose call
detail information· by sending it to 'the
:customer's.·.. addressof. record,. or .'. by
cal1mg .thecustorner .at .the.1:elepnone
n,:mber.of.·.record. If. the .. cusr:omer is
abletp~rovide•call detail .. information
tq the telecommunications.. can-ief .aur­
inE;;>acust0rrler-initiated '. call. without
thetelecommunicationsc8rrlrf's •. as­
sistancf;" then •• the. telecommunications
carrier is permitted to .dis~tlss.the.call

detail.._:inforl'rlaFiofl·.provided ••iJ~th7.·cUS"
tonier, ' ...• '., •. ' , ,

(q) Dnlineaccess,toCPN1.A tele·
communications carrier must authen­
tieat.e a customer withouttheus€ of
feadHyfjvailablebiogra.phicalinforma,;
ti0n.,oraccounttnformation" .prior .'to
a.l1'q""ingthecustomer online access to
CPNJ:Ire1a1:ed .to •..;a.. telecommunicatiol1S
seryiceaccount. QnCeauthenticated,
the.customer~a,yonlybbta.inonline
accesstp CPNl related to:etele-:
communications service account
through a password. .2S descri?ed. in
paragrapb .(e) .. of this .section, •.. that is
not prompted ):)y the carrier askin,g for
readily available biographical i!lforma,;
tion,or account information,
'(6) In~srore access to CPNl. A 'tele­

communications carrier maydisdose
CPNI toa customer who, at a carrier'c;
retail location, first presents to the
telecommunications carrier or its

with the rules in thissubnart foroui·
bound '. marketing. situatio~sand
tainrecords of carrier compliance fora
minimum period of. one year, 'Specifl'
cally. sales personnel. must obtain SUo

pervisory approval ofany proposed Dllt.

b.. ,.o..u.,nd.m, ar.ke..•r..,i.n.•...g..,., •.•..,...•••.•.·.r..,..e.•........q.u,.es.'t.. ,..•..·.f...•..p.•. ,.r,.•' C",us.....•.t..,om........•,',. er,.,.apprpvaL < ... '.
(e) .... !A. 'telecommunications, . carrier

must havearl officer,as an agent ofthe
carrier,sigpand •file witl1the.Commis~

sionacompliance certifica'teonanan­
nua.lbasis,· The .officermuststane in
th~5ertifieation.that .heor she has .' per·
sona.1iq1Dwledgethatthe•company ..'has
established ·oper~ting•• pr:ocedures .that
are adequate .1:Qensureeomphance
with the rules in ,thissubnart, The car­
rier must 'provide' a stat~ment accom·
panying the certificate explaining how
itsoperatingproceduresensurethat .• it
is or •il>!10tin cOl'!1pliancewitD .t:.he
rules,inthissubpa!+,lpadditionith~

can-ier,.ml..LSt/include .an ,.e)Cplanatipn···p~

any 'actions taken against .data :brokers
and a .summaI)' 'of all customer', com­
plaiDt:sTeceived inthepastyea,r .COD­

cen:ingthe <unaut.horized reIease of
CPN~.Thisfil~T1gmust be matie armw
al~YWiththeETlforcement .Btlreauqn
Dr b~fQreMarr::hlinEB DocketNp, O~
36,for data?f:n:aining 'toth.e. p.r.evlOUS
calendar:year...••·•..••••...... ,' .•

(f).Casriers •.• must.provitie •• writtennq.
tipevvit.l1infi",~.btl~il1ess da:rytoth~
Commission ·.·ofan:yinstCiD9~wperethe

Qpt~out mechantsm.s0o.not vvqrk prop­
er'ly,tosuch 'Cideg'rl:ethat< consul'rlers'
inab~lityto ophout is more thanarl
anomalj1.> ..»/ ./ .• ....•• ••...... .' .. '

(1) ..Thenpticeshallbe~ntheforrnof
a let,ter,anQshall inclu~ethecarrier'$
name.. ii:i~:~criPt~Clrl .ottheopt~oLlt
mechanism(~)tlsed,theproblem(s)ex·

perienceCh .. the '. remedy proposed .and
when. it.,.will ..be/w~ implemented.
whether the relevant stat.e·· commis,.
sion(~)hasbeen notified and whether it
hasta.k.enanyaction, .. iicopyof the no­
ticeprovidedto customers. and contact
information.

(4) Such notice must be submitted
even if the carrier offers other methods
by which consumers may opt-out.

163 .FR 2033B, Apr, 24, 199B, as .amended atM
FR li3264. Oct. 1. 1999:.67 FR59213,· Sept.ZO.
2002; 72 FR31962.. JuneS. 20011
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agent a valid pho'Co ID matching the
customer's' account information.

(e) Establishment of a 'Password and
Back-up Authentication Methods for Lost
or Forgotten Passwords, ToesI:ablisha
password, .atelecommunications car­
rier must ·authenticatethe· .. customer
withoutth~useof. readily,avallablebh
ographicalinformation" .or.accourit .in~
formation, Telecommunications car"
riersmay create a back-.upcustomer
authentication method in .theeventof
a iostorforgott:enpassword,.but such
back",u,p customer authentication
method maynotpromptthecustorner
for readilyavailc:ble biographtcalinfor­
mation,. or account . informa'Cion, If a
CUS1:omer' cannot provide the . correct
passworcl or. the .correct .response for
the back-up customer authentication
method, the cus'tOmer .mustes'tablish ·8

new'passwondas descfibedin.• t.h.iS
graph,· •.••.···· ..........•.

(ff .Notificatiop .ofaccoupt ..changes:
TelecomrnunicationscarriersmustnD~

tify . customers .• irn.rriediately. '.whenever
a password, •. cus'Comer·.response •. to '8

bacbup.means .... df . authentication for
lost or .forgotten passwords, onlineac..
count, :or addressofrecordiscrea'tedor
changed. .This notification is .not .re­
quired when the customer initiates
service,. '. includingthe.selectiohofa
passW.ord .a'tservie~ initiation, This no­
tific:;atiqn may'b~throughacarrier-.

anginatedvoicemai1:of.text mess.age
toth~ .tel!?phonenuI1}ber.ofrec~rd,qr
bYTailtothe.atidressofreco~d,and
must not reve6.lthechanged informa~

tionorhe sent to the new account in"
formation.

(g)Bl4sinesscustomer exemptioIl.Tele­
communications cartiersmay bind
themselves contractuallytoauthen­
tieationregimes other thanthosed€!'­
scribed in this section for services they
provide to their business cus'tOmers
thatha"e .both a dedicated . account
representative and a contractthatspe­
cifical;yaddressesthe carriers 'protec­
tionol CPNI.

172 FR'31962,. JuneE,2007j

§ 64.201:1.. Notification of customer pro­
prieta.r,rnetwork information seen­
rit:y breaches.

(a) A' telecommunications carrier
shall .notify laweruorcement . of 8

breach of its custamer'S'CPNI as pro-

47 CFR Ch.1 (1l)-1-Da Edition)

vided in this section, The carrier shan
not notify its customers or disclose the
breacb publicly, whether volun'tarily or
under state or local law or these rules,
until ithas.completed the process of
notifying 'law .enforcement pursuant. to
paragraph (p)ofthis section.

(b)JA.s soon as practicable, and in no
event later than seven (7) business
days, after reasonable determination ofthe breach,thetelecommunications
carrier shall electronically notify the
United States Secret Ser"ice' (USSS.)
and the Federal Bureau of Investiga­
tion. (FBi) ·.,through a central reporting
facility, TheComm'issionwill maintain
a link -'to the reponing facility at http://
\oVVVW,fcc.govleblcpni.

(1) .Notwithstanding any state law. to
the contrar-y, the carrier shall not no­
tify customers ordisdose the breach to
the puhlic unti17ftil1business . days
have passed. after .·.notification. to the
USES 'and tbeFBlexceptas .provided
inparagraphs{p)(4!pnti(bH~)ofthis
section, .

(2)Jfthecarrier believes that there is
ane"-'1:raordinarny ..urgent need ·to no-.
tifyany .·c.lass '. >qfaffectedcustomers
sooner than otherwiseal1:owed under
paragraph Tbrm of this section., in
order to avoid immediate and irrep.:
arable harrn,itshallsaindicatein its
notification and"may .proceed .• to i.mme­
diately notify itsaffecteq .customers
only" after GonsultatioI1with th~. l"el­
evant investigating .agenqy. The carrier
shalJ . cooperate with the relevant in­
vestigatingagency's request to mini­
mizeanyaoverseeffectSofsuchcus­
tomer notification.' ..

(3)Jf therelevantinvestigatingage:n­
cy determines that public .disc:losure .or
notice to customers wm.ilq impede or
compromise an ongoing or .po'tential
criminal irwestigation .. or national se­
curity,suchagency may direct the car­
rier not to $0 disclose or notify loran
initial periodofu.p to30da,ys. S uchpe­
riodmaybeeX'tendedby th~agencyas

reasonably necessary in the judgment
of the agency, If such direCtion is
giveni the agency shall notify t.l1ecar­
rier when it appears that public disClo­
sure or notice to affected customers
will no longer impede.or compromise a
criminal .investigation or national se­
curity, The agency shall provide in
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